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Security Operations

Die meisten Firmen stehen hier

Angestrebtes Sicherheitslevel

Security Operations
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Security Operations

Die meisten Firmen stehen hier

Angestrebtes Sicherheitslevel

Security Operations

Security Services

AI Enabled
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The Arctic Wolf Security Operations Cloud
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Triage Team Concierge Team
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Warum AI-Only eine schlechte Idee ist…
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AW Security Operation Teams
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Arctic Wolf Labs 
AI Security Team

MASSIVE PLATFORM SCALE & DATA DIVERSITY

• 8+ Bln. Observationen pro Woche

• 62+ Mrd. Security Incidents pro Woche

• >7 PB Daten neu aufgenommen pro Woche

• 10,000+ Kunden

• 200+ Integrationen

• 1,000+ Security Experten

• Ground Truth Verification
• Global-Scale AI Reinforcement

• Train on Actual Usage

Aurora

Platform

The Arctic 

Wolf SOC

Arctic Wolf 

Labs

Aurora Platform

The Arctic Wolf SOC
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• Big Data Architecture
• Platform Engineering
• Data Science
• Data Analysis
• AI Research
• ML Engineering
• GenAI Prompt Engineering
• SOAR Development
• NLP Engineering

An unrivaled breadth and 

depth of data, made 

actionable through artificial 

and human intelligence



T H E  L E A D E R  I N  S E C U R I T Y  O P E R A T I O N S

AI Threat 

Identification

Alpha AI leverages machine 

learning detection logic and 

behavioral analytics to 

autonomously identify emerging 

threats and neutralize malicious 

activity before it can execute.

AI

Concierge

AI

Powered SOC

P O W E R E D  B Y  T H E  W O R L D ’ S  L A R G E S T  C O M M E R C I A L  S O C   

9

The Apex of SOC Intelligence
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Warum ist das
für mich relevant?
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Arctic Wolf Threat Report 2025

Ransomware / Data 
Extortion

44%

Business E-Mail 
Compromise

27%

Intrusions
24%

Data Incidents
2%

Malware Infections
2% Other (Insider Threat, DDOS, etc.)

1%

Ransomware / Data Extortion Business E-Mail Compromise

Intrusions Data Incidents

Malware Infections Other (Insider Threat, DDOS, etc.)

I n c i d e n t  R e s p o n s e  

C a s e s  b y  C a t e g o r y

1. Oktober 2023 – 30. September 2024

Ca. 1.000 DFIR Cases Global

https://cybersecurity.arcticwolf.com/2025-Threat-Report-v1.html

Category = Stage during which the Incident got contained / 

mitigated

IR Case = Disruption of IT Services with Business Implications 

and/or Insurance Involvement
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Arctic Wolf Threat Report 2025

External Remote 
Access (z.B. RDP, 

VPN, RMM)
59%

External Exploit
33%

Malicious Software 
Download

5%

Other
3%

External Remote Access (z.B. RDP, VPN, RMM)

External Exploit

Malicious Software Download

Other (Zero-Day, Social Engineering, Third Party / Supply Chain, etc.)

R o o t  C a u s e s  o f  

R a n s o m w a r e  &  D a t a  

E x t o r t i o n  I R  C a s e s

https://cybersecurity.arcticwolf.com/2025-Threat-Report-v1.html
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2025+ Erwartungen

Bedrohungen am Unternehmensperimeter

Verstärkte Social Engineering Aktivitäten (AI, neue TTPs, gesteigerte Skalierung)

Ausnutzung von Schwachstellen im Identity and Access Management (IAM)

Fokus auf kritische Infrastrukturen

AI: Erstellung von Malware / Erkennung von Schwachstellen05

04

03

02

01

https://cybersecurity.arcticwolf.com/2025-Trends-Report.html
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